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Abstract. Digital health solutions hold promise for enhancing healthcare delivery 
and patient outcomes, primarily driven by advancements such as machine learning, 
artificial intelligence, and data science, which enable the development of integrated 
care systems. Techniques for generating synthetic data from real datasets are highly 
advanced and continually evolving. This paper aims to present the INSAFEDARE 
project's ambition regarding medical devices’ regulation and how real and synthetic 
data can be used to check if devices are safe and effective. The project will consist 
of three pillars: a) assurance of new state-of-the-art technologies and approaches 
(such as synthetic data), which will support the validation methods as part of 
regulatory decision-making; b) technical and scientific, focusing on data-based 
safety assurance, as well as discovery, integration and use of datasets, and use of 
machine learning approaches; and c) delivery to practice, through co-production 
involving relevant stakeholders, dissemination and sustainability of the project’s 
outputs. Finally, INSAFEDARE will develop an open syllabus and training 
certification for health professionals focused on quality assurance. 

Keywords. Medical Devices, Software as a Medical Device, Regulation, Synthetic 
Datasets 

1. Introduction 

Medical technology includes various products and services aimed to improve patient 
health. Medical devices, in vitro diagnostics, and digital health solutions are included in 
the medical technology domain. The medical technology sector in Europe is significant, 
providing numerous jobs and contributing substantially to healthcare expenditure [1]. 
Thanks to innovations like machine learning, AI, and data science, digital health is seen 
as promising for enhancing healthcare delivery and patient outcomes, enabling integrated 
care systems [2,3]. However, improper use of these technologies can have harmful 
consequences, prompting regulatory bodies to implement certifications for devices 
posing potential risks. Regulations like the Medical Devices Regulation (MDR) and the 
In Vitro Devices Regulation (IVDR) in the EU set device safety and effectiveness 
requirements. Software is also regulated as a medical device if it aids in diagnosis or 
treatment (Software as a Medical Device - SaMD). While traditional device assurance 
relies on predictability and determinism, emerging technologies like AI challenge this 
by operating in less predictable ways. These technologies learn from large datasets and 
apply this learning to individual patient data, providing diagnoses or recommendations 
with a degree of confidence rather than certainty [4,5]. Stakeholders need help to 
interpret regulatory frameworks for emerging technologies like machine learning. 
Recently, there has also been discussion on establishing a safety assurance framework 
for AI and machine learning in healthcare [6]. Efforts from regulatory bodies and 
industry groups aim to guide in navigating these challenges [7]. One proposed solution 
to validate digital health devices is using Realistic Synthetic Datasets (RSDs) [8,9]. 
These synthetic datasets mimic real data statistically [10-12], providing advantages such 
as bypassing approval processes for real data, including sensitive variables, and 
preventing cross-referencing with other datasets. Techniques for generating synthetic 
data from real datasets are highly advanced and continually evolving [13]. Initially, the 
field concentrated on using Classification and Regression Trees (CART) models [14] to 
create structured synthetic datasets. Later, it progressed to employing Generative 
Adversarial Networks (GANs) [15] for structured datasets with independent records. 
This paper aims to present the ambition of the INSAFEDARE project regarding the 
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regulations of medical devices and how real and synthetic data can be used to assess the 
safety and effectiveness of these devices. 

2. INSAFEDARE Objectives and Approach 

INSAFEDARE scope is to provide a toolkit to enable cost-effective and high-assurance 
decision-making in the context of the processes that all stakeholders may follow as part 
of the regulation of medical devices. This toolkit includes scientific advice on ensuring 
quality, tools to find and check data, and a group where people can share advice for 
ongoing support. The project will examine how real and synthetic data can be used to 
check if devices are safe and effective. It will advise on how to ensure that datasets used 
for validation are good enough and how to validate devices using data-driven methods. 
INSAFEDARE will explore using made-up datasets to check if devices are safe before 
they go through the usual certification process. This could help developers lower their 
risks and prevent regulatory bodies from wasting time. Additionally, the project will 
share its findings publicly to create a standard for how this work should be done. It will 
also offer training to help people involved in regulation augment their knowledge base. 
The project will consist of three main pillars: 

2.1. Assurance of large data-based validation  

Assurance of new state-of-the-art technologies and approaches (such as synthetic data), 
which will support the validation methods as part of regulatory decision making. The 
project aims to assess various scenarios involving digital health interventions and 
innovations, examining how they rely on the use and reliability of data. It will conduct a 
thorough analysis to pinpoint any gaps in data assurance coverage within existing 
regulations. Additionally, the project will seek out standards, guidelines, and best 
practices concerning the safety and quality assurance of data-driven digital health 
innovations. This involves studying academic research and comparing regulatory 
strategies worldwide, including ongoing efforts to establish standards and advice on 
adapting existing regulatory frameworks to accommodate new technologies. In addition, 
another objective is the development of a safety and quality assurance framework for 
data in regulatory decision-making and clinical studies and to define a technology-
forward hybrid real-world and synthetic data assurance framework in the context of 
current regulatory and legal obligations. In this sense, the application of FAIR principles 
by the design of data sets, with the enrichment of all data provenance information to 
allow human and computational (machine) access to data, will help the safe use of real 
data combined with synthetic data. 

2.2. Research and Technology  

This pillar of the project focuses on technical and scientific endeavours related to 
ensuring data safety and effectively utilising datasets. It emphasizes the use of machine 
learning techniques. Specifically, the project aims to explore machine learning methods 
for creating synthetic datasets that prioritise privacy. Additionally, it will delve into the 
evidence necessary to ensure the reliability of big data applications. This encompasses 
applications that utilise data to train predictive models, such as those employing machine 
learning, as well as applications utilising synthetic data generated through techniques 
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like machine learning. Synthetic datasets must demonstrate equivalence to real data for 
their intended application, requiring statistical evidence to validate relevant attributes 
and advanced techniques such as machine learning-based classifiers to prove equivalent 
performance. The project will develop a trustworthy heritage query tool for integrating 
multiple datasets, considering the application of FAIR principles by design that will 
allow the joint analysis of data from different origins and of different natures (real and 
synthetic). Lastly, INSAFEDARE will analyse the compatibility of data-based 
approaches with privacy and open science principles and regulations.  

2.3. Delivery to practice 

The last pillar includes the delivery to practice through co-production involving relevant 
stakeholders, dissemination and sustainability of the project’s outputs. The development 
and maintenance of a Co-Production based on publicly available guidance, data-driven 
assurance, and application validation will be held. Meanwhile, the project aims to 
develop a syllabus and training material for synthetic and real-world data-based 
assurance in regulation. In addition, INSAFEDARE will develop a digital web-based 
application, which will facilitate the regulatory processes, and offer support to regulators 
and manufacturers to manage changes during the entire life of an application. The tool 
will be in the form of a portal where manufacturers can access synthetic datasets that will 
serve as benchmarks, validating the manufacturer's results with an independent 
(common) dataset. The tool will be supported by an ontology coding the steps as well as 
information needed as part of the proposed regulatory framework. This way, 
manufacturers can share their information in a machine-readable format. 

 
Figure 1. Overview of the project’s concept. 

Figure 1 outlines the main components of the project. The blue blocks present the 
foundational domain knowledge, including examining medical technology regulations. 
The red blocks highlight the methodological approaches to be employed in the project. 
Green blocks show the creation of scientific and engineering advancements that will 
form the project's outcomes. Lastly, the yellow blocks provide an overview of the tools 
and results accessible to regulatory decision-makers. These include public guidance, 
tools for discovering datasets and generating synthetic datasets, an assurance portal, and 
a set of training materials and educational syllabi for stakeholders.  

3. Expected Outcomes - Conclusions 

INSAFEDARE will develop tools to help find, combine, and analyse different health 
datasets. At the same time, the project will develop guidance on validation and assurance 
of digital health applications and innovations (e.g., diagnosis, prediction, clinical 
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decision support) using real-world and synthetic datasets. Synthetic data utility and 
privacy evaluation metrics will be implemented to stimulate standardisation and 
widespread acceptance of such metrics. In the project, a tool to track devices over time 
will be created so that any new evidence from new datasets can be considered. To this 
end, INSAFEDARE will develop training material on the assurance of datasets, good 
practice on dataset generation including guidance for organizations running clinical trials, 
and assurance of digital health applications. The training material will cover all 
stakeholder viewpoints and will consist of online short courses, as well as professional 
courses. Finally, INSAFEDARE will develop an open syllabus and training certification 
for health professionals on quality assurance.  
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